«HTEpHET — MpPaBoOBOE MOJIEe»

3aKOHOAATEIBCTBOM  MPEAYCMOTPEHA AaJMUHUCTPATUBHAS W YTOJOBHAs
OTBETCTBEHHOCTbH 3a MPOTHUBOIPABHYIO AEATEILHOCTD B ceTH « HTEepHET».

AJIMUHUCTpaTUBHAs OTBETCTBEHHOCTh HacTtymaer ¢ 16 ner. YrojoBHas
OTBETCTBEHHOCTH C 16 JieT (3a «3aBeOMO JI0)KHOE COO0IIeHne 00 aKTe TeppOpU3May
— ¢ 14 net). lllupokuii crieKTp OTBETCTBEHHOCTH MPEIyCMOTPEH 3a SKCTPEMHUCTCKYIO
nesitenbHOCTh. Ha Tepputopun Tomckoi oOnactu B roa paccieayercs nopsiaka 10
YTOJOBHBIX JI€J, CBSI3AHHBIX C AKCTPEMHUCTCKOU ACSATENbHOCTHIO, MPEXKIE BCETO B
cetu «MHTepHeT». MMmeroTcss TEHIEHIMH K CHUXXEHHUIO BO3pacTa BOBJICUCHUS B
HKCTPEMUCTCKYIO JIEATENbHOCTb.

Jloka3biBaHWE MPABOHAPYIICHUW B CETU 3HAYUTENBHO MPOIIE, YeM JAPYTUX
MpaBOHAPYIICHUI U CBA3aHO C KOMUPOBAHHEM MAaTEPHAIOB B YCTAaHOBJICHHOM
MOPSIJIKE M HAMPABIEHUEM HECKOJIbKUX O(UIIUATIBHBIX 3alPOCOB.

OcHoBHas 11€J1b — 00paTUTh BHUMaHUE POAUTENCH Ha CYIIECTBYIOIIUE PUCKH B
CETH, 4TOOBI 00€30MMacCHTh COOCTBEHHBIX JCTEH.

NHTepHeT — OIMH U3 BaXKHBIX AJIEMEHTOB JKHU3HU COBPEMEHHOI'O OOIIEeCTBA, C
KOTOPBIM MPEJICTOUT HAYUYUTHCS KUTh U PabOTaTh, OIIEHUBAsA BCE €r0 BO3MOXHOCTH,
B TOM YHCJIE TOTEHIIUAJIbHBIC PUCKH.

Pucku aaa gerei.

- pacnpocTpaHeHHE O ce0e H3IUIIHHUX, B TOM YHCJIE KOMIPOMETHUPYIOIIUX
MaTepHalos;

- paccpeioTOYeHHEe BHUMAaHUS, CHUKEHHE YCIIEBAa€MOCTH, BRIpAaOOTKA UTPOBOM
3aBUCHUMOCTH, 3aBUCUMOCTH OT MOOWJIBHBIX YCTPOMCTB, ICHUXOJOIHYECKHE
pOOJIEMBI;

- aHOHUMHas1 TPaBJjsl CO CTOPOHBI CBEPCTHHUKOB;

- yTe4Ka NePCOHAIBbHON HHPOPMALIMH, B TOM YHUCIIE€ TUYHBIX (oTOrpaduii;

- COBEpLICHUE MpaBOHAPYLIEHUH, BJIEKYIIMX aJIMUHHUCTPATUBHYIO JMOO
YTOJIOBHYIO OTBETCTBEHHOCTD;

- IPECTYTHbIE NOCATATENbCTBA, B TOM YHCIIE CEKCYaTbHOTO XapaKTepa;

- BOBJICYEHUE B MIPECTYITHBIE, B TOM YUCJIE SKCTPEMHUCTCKUE COOOILECTBA,

Pucku 1j191 poauTesien:

- Bamr pe6€Hok MoxkeT «ucnopTuth» cede Oyaymiee. [IpuBnedenue moapocTka
K QJIMHHUCTPATUBHOW JMOO YTOJIOBHOM OTBETCTBEHHOCTH 3HAYMUTEILHO CHUXKACT,
anb0  TepedYepKUBaeT  MEPCHEKTHUBBI  JANBHEHIIET0  TPYAOYyCTPOWCTBA B
rOCyapCTBEHHBIC YUPEKACHUS U Pl KPYITHBIX HETOCYAAPCTBEHHBIX CTPYKTYD;

- Undopmarusi, KoTopyro myOnuKyeT peOEHOK, MOKET ObITh MCIIOJIh30BaHA B
IEJISIX OKa3aHUs BO3/ICHCTBYS HAa BaC HETOOPOKETATEIISIMH.

- Bamr peG&éHOK MOXKET CTaTh OOBEKTOM MPECTYIMHBIX IMOCATATEIBCTB, OBITh
BOBJICUCHHBIM B TPECTYMHYIO JCATEIHLHOCTH, Balll JOMAIIHHK apec MOXKET CTaTh
MECTOM COBEPIICHHUS MPaBOHAPYIICHUS, B JOOOM M3 ATHUX CIydaeB BBl IOMAJacTe
MO/ TOTIOJTHUTEIHHOE BHUMAHUE MPABOOXPAHUTENbHBIX OPTaHOB,;

- Bac moryt npuBiedb K aJMUHUCTPATUBHOM OTBETCTBEHHOCTU MO CT. 5.35.
KoAIl P® «HeucnosHeHnue poauTenssMu OOS3aHHOCTEH 10 COAEPKAHUIO W
BOCITUTAHUIO HECOBEPIIICHHOJETHUX) 3a MPAaBOHAPYIIIEHU NeTel B ceTu MHTepHeT;



DaKThI

- Undopmanuio, onyOnIuKoBaHHYIO B ceTH MHTEpHET 3a4acTyi0 HEBO3MOXKHO
yaaauTh. Y aaneHue WHGOpMallMU MOIb30BATENIEM B IMOJABISIONIEM UYHCIE CIy4acB
OPUBOJUT JHIIb K TOMY, YTO HH(popMmaius He oToOpaxkaercs. [lpu stom camu
JTAHHBIE XPaHITCS Ha CEpBEpax;

- MoOuibHBIE YCTPOWCTBA, CANTHI, TPOrPAMMBI, UTPbI U IOMCKOBBIE CUCTEMBI
COOMpPAIOT O Bac BECh CIEKTP BO3MOXKHBIX JAHHBIX B PEKJIAMHBIX M HHBIX
KOMMEpUYECKUX IeysiX. HekoTopble NpUIOKEHUs COOMpAIOT M XpaHAT TaKkKe
M300paXKeHMsI OKpY’Karollel Bac 0OCTaHOBKH, 3aIIUChIBAsl UX C KAMEPHI YCTPOMCTB BO
BpEMs UTD;

- Google 3TO0 HEe TONBKO TOWCKOBAs CTPOKA, HO M TEKTapbl IUIOMIAACH C
CepBepaMU XpAHEHMs JAaHHBIX, AJIEKTPOCTAHLUU U CIYTHUKOBBIE CHCTEMBI B
COOCTBEHHOCTH;

- IlyOnukauus Qororpaduili B COUMATIBHBIX CETSIX, MOXET IPUBECTH K
MOJIYYEHHIO O Bac O0JbIIe HHPpopMaluu nNpsMo Ha yiauue. CepBHCHl pacliO3HABaHUS
JUI TIO3BOJISIIOT 32 HECKOJbKO MUHYT HAlTH Bally CTPaHUIy B COLMAIBHON CETH.
JInst KOppekTHOUM pabOThl alrOpUTMOB HY>KHO, YTOOBI BbI Hallle MyOJUKOBAJIA CBOM
¢dotorpaduu. K Bam Ha yiuiie 1o UMEHU MOXKET 0OPATUTHCSI MOLLIEHHUK;

- JleBOUYKaM-IIOAPOCTKAM, AKTHUBHO HCIOJIb3YIOIIMX COLUAIbHBIE CETH IS
oOuieHus B cpenHeM nocrynaet ot 1 1o 10 npeanoxkeHuil cekcyaabHOrO XapakTepa
€KEMECSIYHO;

- YV OOJIBIIMHCTBA MOJIB30BATENEH COLMANIBHBIX CETEH B IPY3bsX €CTh XOTSA-Obl
OJIUH «pOo0O0T» - COOPUIMK MEPCOHATBHBIX JAHHBIX B PEKIAMHBIX LESIX. 3a4acTyro
TaKUMUA pPOOOTaMU SIBJISIOTCS MOOWJIBHBIE WIPBI, KOTOPBIM BBl «pa3pelaere
KONaThCsl B BAIIUX JINYHBIX COOOLICHUSIX;

- Ilouckom wuH(pOpMaLUMU B COLUUANBHBIX CETAX aKTUBHO IOJb3YIOTCS
KOJUIEKTOpBI, JETEKTHUBBI, KaJIpOBbIE AareHTCTBAa, MPAaBOOXPAHUTEIbHBIE OpPraHbl,
CIIy’kObl 0€30MacCHOCTH OpraHu3aluid Pa3NUYHBIX (OPM COOCTBEHHOCTH, W J1aXKe
Ballll HEOOPOKENaTeNu;

- IlpectrynHuku, wucnonb3yroume cetb HWHTEpHET [  COBpallleHUs
HECOBEPILEHHOJIETHUX MOT'YT IEPENUCHIBATHCS OT UMEHHU CBEPCTHUKOB;

- Ilopsaka 10% mnpaBoHapylmieHHi ¢ HMCIONb30BaHUEM ceTn «MHTEepHET»
COBEPIIAIOT JHULA C ICUXUYECKMMU OTKJIOHEHHSIMH. BBl MoOXeTe He 3HaTh, 4TO
o011aeTech ¢ 0OJIBLHBIM YEJIOBEKOM;

- Ecnm ¢ Bamero goMamiHero KOMIBIOTEpa JIpy3bsi peOEHKa coBepIlaT
IpecTynHOe AeWCTBUE (Hampumep, MyOIHMKaIMo MaTepUualoB C HACHUJIMEM B LENIX
BO30Y>KICHHs] HEHaBUCTH), TO BEJIMKa BEPOSTHOCTh, YTO BO BpeMsi OObICKa y Bac
U3BIMYT BCIO KOMITBPIOTEPHYIO TEXHHUKY, BKIIIOUasi Ballll MOOWIbHBIE TEIE(OHBI;

- Ha caiite ask.fm 3anpeTiiy aHOHUMHBIC BOIPOCHI MOCTE CiIydasl CyHIUIa
pebeHka B pe3yibTaTe €ro aHOHUMHOW TPaBJIM CBEPCTHUKAMHU.

- Kpaxxa maposneil 4ykoi CTpaHUYKU JaXe paayd LIYTKH — IPECTyIUJICHUE.
Paccnenyer otnen «K» nomunum.



YTo nesarb poauTEIAAM:

- PasroBapuBaiiTe Ha TemMy O€30MaCHOCTM B CE€TU C AETbMHU. PerymspHo u
nocyenoBaTenbHo. HTEpHET — MPOJOKEHHE JIMYHOCTH, & HE €€ «IOJyJIerajibHas
TeHbY». B3pocibie MBIIN30BAHHBIC JIIOU B MyOIMYHON MEPENUCKE HE UCIIONb3YIOT
HEICH3ypHYIO JeKCUuKy. He cTouT myOnuKkoBaTh CIMIIKOM MHOTO HH(popMamuu o
cede. «/IpyKuTb» MOXHO TOJIBKO C TEMH, KOO 3HA€lllb JIMYHO. Bcex HE3HAKOMBIX,
KOTOpPBIE€ T00ABIISIIOTCS B JIPY3bs C HEMPUCTOMHBIMU MIPEAJIOAKEHUSIMU - OTIPABISATH B
«UYEpHBIA CIHCOK», OTHPABISS kaloOy B conuaibHO cetu. He OoiiTech 3amaBathb
NPsIMBIX BOIMPOCOB cBOUM JeTsM. Jlo ompenenenHoro Bo3pacta (oT 12 go 14 ner)
MOJIb3YUTECh CTPAHULIEH BMECTE C PEOCHKOM.

- Co3paiiTe cBOJ mpaBuil B ceMbe. Hampumep, He TOJIb30BaThCS CETHIO MOCIE
22:00. He wurpatp B urpsl Oosiee 2 4acoB moApsia. OCTaBIsAT, B OJHOM MECTE
CpellicTBa MOOMJIBHOM CBSI3U BCEM CeMbH Mepe]; CHOM, HanpuMep B Kopuaope. Camu
CIeAyWTe€ UM M IMOCTEIEHHO MpHy4yalTe AeTed. BKItounTe »IEMEHT WIPhl U
MOOLIPEHUH B Cily4ae CJIEJOBAaHUIO IMPABUIL.

- Oco3HaiiTe caMu U 00BSICHUTE HEOOXOUMOCTh PETUCTPALIMH MTEPCOHAIBHBIX
CTPaHHI] CO CBOMX JIMYHBIX HOMEPOB TeNe(OHOB (MOKHO BOCCTAHABIMBATH MapOJIU
no CMC). CraBbTe ABYX(haKTOPHYIO aBTOpHU3aluio. BeiOupaiite ciokHbIE MapoJiv
sl counanbHoil cetr. Henmomyctumo mpeaaBaTh IpaBO  TPETBUM  JIMIAM
MIOJIb30BAThCsl BAIIMMU CTpaHullamu. He maBaiiTe maponp K BamieMy JmaHoMy Wifi
BCEM IOAPSII.

- Y3HaiiTe PEKBU3HUTHI BCEX CTPAHUIl B COLMAIBHBIX CETAX U MHBIX CEpBHUCAX,
KoTopble ucnonb3ytoT Jgetd (B Konrakre, OpnnoknaccHuku, Instagram,
CnpamuBaii.py, Facebook, Twitter, YouTube u 1.11.). ExkeHenenbHO B 00513aTeIbHOM
MOPSIJIKE 3HAKOMBTECh C COJIepKaHUEM MyOyukanui Bammx nered. OOcyxmaiite
OITyOJIMKOBAaHHBIE MU MaTepHalibl. [laiiTe MOHATH, YTO BBl B KypCce WX BHPTYyaJIbHOU
*u3HU. CMOTPUTE CIIMCOK «IOAMUCOK» pedeHka. CoBeTyilTe HE MOAMUCHIBATHCS Ha
HEraTUBHBIE cOOO0IIeCTBA. IMEHHO MOANUCUYMKY TPYIIN C HACUIUEM U TTopHOTrpaduei
M0 CTATUCTUKE CTAHOBATCS KEPTBAMHU MPECTYITHBIX MOCATATEILCTB.

- Opranu3yiiTe 0€30MacHyI0 TEXHUYECKYIO Cpely ISl MOJb30BaHUs peOeHKa
cetbro. Camblii mpocToit n OecruiatHbiid criocod — Sumeke JJHC (SIupexc DNS) —
HabepuTe B MOMCKOBOM CUCTEME U O3HAKOMBTECh C MHCTPYKLMEH. M3yunTte perienus
Ui 0e30IacHOrO MCIOJIb30BaHUs MOOMIBHBIX ycrpoiicTB (Kaspersky Safe Kids wu
Jr00BIe apyrue mpodeccuoHa bHble pemeHus). O0paTUTech K 3HAKOMBIM HHKCHEpam
JUTsl HacTporku. Hukorma He ynansiiTe uCTOpUro mpocMoTpa Opaysepa Ha JOMAITHEM
KOMIIBIOTEPE — 3TO TOXKE IIAT K Ballel 0e30MacHOCTH.

- [Ipu nmonmydenun naopmaIuu 0 HEraTUBHON MH(pOPMAIIUK B CETH (HACHIIAE
HaJl J1€TbMH, paCIPOCTPAHEHUE HAPKOTUKOB, MPU3BIBBI K CYUIIHAY, SKCTPEMUCTCKUE
MaTepuaibl) HE OcTaBisgiTe ¢akTtel O0e3 BHUMaHuUA. l[loTpaTtbTe 5 MUHYT Ha
Hanucanne oOpameHus B Pockomuamsop (http://eais.rkn.gov.ru/feedback/) w
OTNpaBbTE Kajaol0y B coUUaIbHOM ceTh. TONbKO COBMECTHBIE YCHUIIUSI BCErO
NHuTtepHeT coobiiecTBa caenarT HHGOPMAIMOHHOE ITPOCTPAHCTBO OE30IacCHEH.

- Jlenutech CBOMM OMBITOM C JIPY3bSIMHU U APYTUMHU POJAUTEISIMHU.

- Ecniu pebGeHok oTuyXIaeTcss U NpOsBIISIET arpeccuio, BEpOsiTHEE BCEro OH
YTO-TO CKpBIBAET OT Bac. bynbTe BHHUMATENbHbI W HE «IEperudaiTe mMmamkyy.
[TomHuTe, Bama 1eiab Kak pOJUTENS — HE 3alPETUTh UCIOJIb30BaTh CETh, a CAENaTh
cpeny 0e30macHON U pa3BUBAIOLIEH.



http://eais.rkn.gov.ru/feedback/

